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1. A WEB API —&%&

# I5H Method URL BHEE E=2 ]
1| 0J1> POST /login - 3.1.
2 | imKIBEREMS GET /api/terminalinfo - 3.2.
3 | 7UCREREES POST /api/accesslog - 3.3.
4 | VIR ERERERESEUS GET /api/accesslog/id - 3.4.
5 VO AR (Y LKA IS GET /api/{user#}/accesslog/thumbnail /{id} C23 3.5.
6 | BRBWRANEEERS POST /api/attendancelog - 3.6.
7 | BIRBERANEEREREES GET /api/attendancelog/id - 3.7.
5s
8 | 1-Y&x POST /api/{user#}/user = 3.8.
9 | I-YEFRIBEHREUS GET /api/{user#}/user/{id} = 3.9.
10 | I-YERIBEHRIELE PUT /api/{user#}/user/{id} = 3.10.
11 | I-YHIBR DELETE | /api/{user#}/user/{id} = 3.11.
12 | #E30 —ERIBHREUE GET /api/{user#Y}/user/list/{page#} = 3.12.
13 | VIR ERREES B AY POST | /api/message/accesslog - 3.13.
T-SFK
14 | BREUHERIEREUS POST | /api/alcoholchecklog 3.14.
15 | JFEXZATIEIREUS POST | /api/orderreceptionlog 3.15.

Xy —TREE UF APL 295472k PCAITRET IMNENHDET

# I5H Method URL 225 EES

1 PO EREREESEIXvE— POST {host_ip}/api/message/accesslog - 4.1.
JIXA

ol

\l/

2. BANRHREESE

IBERERDIRNCRE I 282z fiihis. BIDIRSNIC user#s AES128 FID Key ERIER{EARI ML (IV) ZEcARLF
ED

# = BEH user# (8 char) Key (string, 16 char) IV (string, 16 char)




3. WEB API {14k

3.1. 094>
URL Method Request Response
/login POST Content-Type: application/json; charset=UTF-8
{ [OK]
“username”: “admin”, {
“password”: “aaaa” “result”: true,
¥ “message”: {
“modelType”: “face_tst”,
“temperatureCelsius”: “C”
}
bl
(NG]
{
“result”: false,
“message”:
“login.incorrect_username_or_password”
Y
F—4—% (Request)
# IC|=| NIV T8 £ SR
1 1-9% username string “username”:”admin”
2 JXZT—-R password string “password”:"aaaa”
7—#A—& (Response)
# 1HE NI F—4Ed £ B
1 | #2 result boolean “result”: true
2 | if#KS4T | modelType string “modelType”: "face_tst”
3 | REEA temperatureCelesius | string “temperatureCelsius”:"C"” CERK FRERX
4 | I5—Xvtz | message string "login.connect_with_master_ip" sub IRRICOJ 1%
- HTVRIHE
"login.incorrect_username_or_password" | username,
password OLINH
(CTREEHHDIEE




3.2. inKIEHES

URL Method Request Response
/api/terminalinfo GET Content-Type: application/json; charset=UTF-8
N/A [OK]
{
“result”: true,
“message”: [
{
“connect_yn”: 1,
“terminal_sn”: “NZ53MzZCBMQO”,
“terminal_ip”: “172.16.80.201",
“terminal_name”: “Sub1l”,
“terminal_role”: “Slave”
H
{
“connect_yn": 1,
¥
]
)
7—#~—& (Response)
# IEH NI F—HE 151 SEA
1 TER result boolean “result”: true
2 | ke connect_yn integer “connect_yn": 1 1:EE
0:28
3 IR # terminal_sn string “terminal_sn”:
“NZ53MZCBMO”
4 ImAR IP 7RLX terminal_ip string “terminal_ip":
“172.16.80.201"
5 [ 2 terminal_name string “terminal_name”: “Sub1”
6 IR ERTE terminal_role string “terminal_role”: “Slave” Master: XA >imE
Slave: Y%




3.3. PO AEERS

URL Method

Request

Response

/api/accesslog

POST

Content-Type: application/json; charset=UTF-8

{

“type”: “4",

“date”: “2021-08-06 12:00:00",
“id”: “0"

¥

(OK]
{
“result”: true,
“totalCount”: 27,
“message”: [
{
“access_type”: 1,
“created_at”: “2021-08-06 12:02:33",
“id": 152,
“mask”: 1,
“name”: “HIIXER",
“pass”: 1,
“person_id”: “246911",
"qr”: “53434f50414a---53539",
“temperature”: 36.4,
“terminal_id": “70:4A:0E:17:E9:EQ",
“terminal_sn”: “SCOPA8SA27E"
3

]
bs

(NG]

{

“result”: false,

“message”: "An error has occurred."

bs

F—4—% (Request)

# EH

N 7458 Bl

ﬂ

]

1 s

type string “type”: “4"

0: £57-%4

1: |74

2: date (UTC time) valid
3: id valid

4: date (local time) valid

2 AT I=1s

date string

“date”: “2021-08-06 00:00:00"

type=2 or 4 OB, B3, date LUFEDY
Dt A B ES
2z YYYY-MM-DD HH:MM:SS

3 7J2A 1D

id string “id": “0"”

type=3 OB, B3, id LIEO7IEAE
EEEUS




7—#A—& (Response)

# HR NV F—HE i B!
1 R result boolean | “result”: true
2 T IERER totalCount integer | “totalCount”: 27
3 TR access_type integer | “access_type”: 1 0: OFF
1: BAER:
2: 23—k
3: QR
4 API=] created_at string “created_at”: “2021-08-06 12:02:33"
5 79X 1D id integer | “id”: 152
6 NAVERA mask integer | “mask”: 1 0: 3FER /1. BH
7 1-9% name string “name”: “BHIIAKEBR”
8 | BmAYITEHER pass integer | “pass”: 1 0:&/1: 1]
9 1-5ID person_id string “person_id”: “246911"
10 | QRI-R qr string “qr”: “53434f50414a---53539" HEX &R, XF5LI 215
&. UTF8 #fEH
11 | BE temperature | double | “temperature”: 36.4
12 | kK ID terminal_id string “terminal_id”: “70:4A:0E:17:E9:EQ” AR LAN MAC 7R R
13 IR # terminal_sn string “terminal_sn”: “SCOPASA27E"
14 | I5—Xvt—-> message string "An error has occurred." type, date, id OLITNHIC

TEEHHDIHE. HELLEHIFH
FEART,




3.4. POt AEERIEB SIS

URL Method Request Response
/api/accesslog/id | GeT Content-Type: application/json; charset=UTF-8
N/A [OK]
{
“result”: true,
“id”: 152
Y

F—4—% (Response)

# (S| N A8 £l Bz
1 $EER result boolean “result”: true
2 (R 79X ID id integer “id”: 152




3.5. POt ABE(Y LR V)HRIG

URL Method Request Response
/api/{user#}/acc | GET Content-Type: application/json; charset=UTF-8
esslog/thumbnail

slog/ N/A [OK]
/{id}
{
“result”: true,
“message”: {
“encrypted_file”: “WWuluA---IbOtk="
¥
3
(NG]
{
“result”: false,
“message”: “accesslog.no_thumbnail”
>
F—%—% (URL)
# IC|=| NI F—45E £ Bk
1 LE# user# BRI R
2 7R 1D id 1 H5 100000 DEEER
F7—#A—& (Response)
# IC|=| NIV F—45E 151 AR
1 TR result boolean “result”: true ZHIBIH ARG
&, false 2)59—->
2 Sl encrypted_file string “encrypted_file”: Key, IV ZFHLT AES128
“WWUulIuA---Ib0tk=" 7185 (5.3 21R)
3 IZ>—Xyt—> | message string "accesslog.no_thumbnail" BHENMFEULRVBE




3.6. BIREHWANEERS

URL Method

Request

Response

/api/attendancelog

POST

Content-Type: application/json; charset=UTF-8

{

“type”: “1”,

“date”: “0000-00-00 00:00:00",
“id”: “0"

¥

(OK]
{
“result”: true,
“totalCount”: 1,
“message”: [
{
“access_type”: 2,
“created_at”: “2021-08-06 12:02:33",
“id": 152,
“mask”: 1,
“name”: “HIIXER",
“pass”: 1,
“person_id”: “246911",
“status”: 1,
“temperature”: 36.4,
“terminal_id": “70:4A:0E:17:E9:EQ",
“terminal_no"”: 123,
“terminal_sn”: “SCOPA8SA27E"

]
bs

(NG)
{

“result”: false,
“message”: "An error has occurred."

bs

F—4—% (Request)

# EH

N 7458 Bl

ﬂ

]

1 s

type string “type”: “1”

0: £57-%4

1: |74

2: date (UTC time) valid
3: id valid

4: date (local time) valid

2 AT I=1s

date string

“date”: “0000-00-00 00:00:00"

type=2 or 4 OFF, B3, date DY
Dt A B ES
2z YYYY-MM-DD HH:MM:SS

3 7J2A 1D

id string “id": “0"”

type=3 OB, B3, id LAEO7 I AE
EEEUS




F—#A—& (Response)

# HR NV F—HE i B!
1 R result boolean | “result”: true
2 T IERER totalCount integer | “totalCount”: 1
3 TR access_type integer | “access_type”: 2 0: OFF
1: BAER:
2: 23—k
3: QR
4 API=] created_at string “created_at”: “2021-08-06 12:02:33"
5 79X 1D id integer | “id”: 152
6 NAVERA mask integer | “mask”: 1 0: 3FER /1. BH
7 1-9% name string “name”: “BHIIAKEBR”
8 | BmAYITEHER pass integer | “pass”: 1 0:&/1: 1]
9 1-5ID person_id string “person_id”: “246911"
10 | EREBRIER status integer | “status”: 1 1: HE
2: IREp
3: 4Nt
4: &Y
11 | BE temperature | double | “temperature”: 36.4
12 | R IP 7RUA terminal_id string “terminal_id”: “70:4A:0E:17:E9:EQ” AR LAN MAC 7R R
13 | Wk NO terminal_no integer | “terminal_no”: 123 3HIETOERDES
14 | UEkK# terminal_sn string “terminal_sn”: “SCOPA8SA27E” IRAROIVUTIVFIN—
15 | I5—Xvt—2 message string "An error has occurred." type, date, id OLITNHIC

REAHIDEE. BLEHII
TR,




3.7. BHIREHRANEERRBESIE

URL Method Request Response
/api/attendancelo | GeT Content-Type: application/json; charset=UTF-8
id
o/ N/A [OK]
{
“result”: true,
“id": 152
bl

F—4—% (Response)

# (S| N A8 £l Bz
1 $EER result boolean “result”: true
2 (R 79X ID id integer “id”: 152

10



3.8. 1-Y&i&

URL Method Request Response
/api/{user#}/user | posT Content-Type: multipart/form-data
{ [OK]
“encrypted_file”: “WWuluA---Ib0tk=", | {
“person_id"”: “40000”, “result”: true,
“name”: “HIIXER", “message”: "
“password”: “0000”, ¥
“division1”: “H3iZ LG”", (NG]
“division2"”: “BIFEAED", {
“division3": “Ba%s 2 BB, “result”: false,
“division4”: “SW RFEF—-L", “message”: "validate.encrypted_file is
“terminal_sn_list”: invalid."
“NZ53MICY7T:NZ53MZCBMO:" ¥
Y
F—45—& (URL)
# IC|=| N F—45E £ B
1 LE# user# BRI
F—4—% (Request)
# 1HE N F—48 £ B
1 | BEEHE encrypted_file string “encrypted_file”: Key, IV ZF\\T AES128
“WWUuIuA:--IbOtk="
551t (5.4 21R)
2 1-H51ID person_id string “person_id”: “40000” RHEFRKN 10 XF
="0" (B EFAT]
3 | 1-Y% name string “name”: “BHIIKER" BRA22XF
4 | XZD—-R password string “password”: “0000” 4 HIOEF
5 e 1 division1 string “division1”: “HizZ LG" =K 16 XF
6 | #EfE2 division2 string “division2": “BIFEAER” BA 16 XF
7 | HERE3 division3 string “division3": “BiFs 2 ZB” BRA 16 XF
8 | #fk4 division4 string “division4”: “SW FFEF—L" BA 16 XF
9 | 1-Y&EimEK | terminal_sn_list string “terminal_sn_list":
“NZ53MICY7T:NZ53MZCBMO:"

11




F7—#A—& (Response)

# IC[=] N T4 451 A
1 TER result boolean “result”: true
2 I5—Xyt—< | message string "validate.encrypted_file is invalid."

"

EHROESLICRESHHO
Ba

"validate.a_person_id_that_already_exists

$8ELIE person_id H'BEIC

BREINTVIIEES
"validate.please_check_the_picture" BEHEI7UCAREEDD. ¥
HEZME TERNOIEES
"validate.a_person_that_already_exists"

BRI 7A )L DMSHhH U
SEOAMNEICEZEINTY

55

12



3.9. 1-YERIFHRIE

URL Method

Request

Response

/api/{user#}/use | GET
r/{id}

Content-Type: application/json; charset=UTF-8

N/A

(OK]

{

“result”: true,

“message”: {
“id": 1,
“person_id"”: “40000",
“name”: “BHIIKXER",
“division1”: “HII LG,
“division2"”: “BIFEAE",
“division3": “BEZF 2 ZB",
“division4”: “SW HFEF—L",
“qr”:
“mail_to"”: ",
“notice”: ",
“terminal_sn_list":

“NZ53MICY7T:NZ53MZCBMO:"

}

Y

T—49—& (URL)

# I5E

N

ML

58

151 Sl

1 ZE# user#

ZNERICIRMH

2 BEID id

1 H5 30000 D

13




F—#A—& (Response)

*

“NZ53MICY7T:NZ53MZCBMO:”

# 15H SV F—HE £l B

1 R result boolean “result”: true

2 EHEID id integer “id": 1

3 1-451ID person_id string “person_id”: “40000”

4 1-9%& name string “name”: “BHIIKEBR”

5 e 1 division1 string “division1”: “Hiz LG"

6 e 2 division2 string “division2": “BIFEAER”

7 1B 3 division3 string “division3": “FA%E 2 BB”

8 T 4 division4 string “division4”: “SW BRF—L"

9 QRI-R qr string “qr”: "53434f50414a---53539"” | HEX ¥R, XF5{T315
&. UTF8 %{EMH

10 | X=J)LiXE%k mail_to string “mail_to”: “"

11 Ayt—- notice string “notice”: “”

12 | 1-9EH&IH | terminal_sn_list string “terminal_sn_list":

14




3.10. 1-YEREHRISIE

URL Method Request Response
/api/{user#}/use | pyT Content-Type: multipart/form-data
r/{id
/idy { {OK]
id=1 “encrypted_file”: “WWuluA---Ib0tk=", | {
d=1~
“person_id"”: “40000”, “result”: true,
“name”: “HIIXER", “message”: "
“password”: “1234", ki
“division1”: “H3iZ LG”", (NG]
“division2"”: “BIFEAED", {
“division3": “Ba%s 2 BB, “result”: false,
“division4”: “SW RFEF—-L", “message”: "validate.encrypted_file is
“qr”: ", invalid."
“mail_to”: " )
“notice”: “"
“terminal_sn_list":
“NZ53MICY7T:NZ53MZCBMO:"”
}
F—45—& (URL)
# IC|=| NV F—45E £ Bk
1 LE# user# BRI
2 B2 1D id 1 /5 30000 DEEEY
F—4—% (Request)
# =[] N F—4Ed £ Bk
1 | BEBE encrypted_file string “encrypted_file”: Key, IV ZFWT AES128 B8
“WWuluA---Ib0tk=" =1t (5.4 £88)
2 | 1-YID person_id string “person_id": “40000"” ZEAT
3 | 1Y% name string “name”: “HIIAXER" =K 22 XF
4 | XZD—-R password string “password”: “1234"” 4 HIOEF
5 | #ERE1 division1 string “division1”: “H3izZ LG" =K 16 XF
6 | #EH2 division2 string “division2": “BIFEAER” BAX 16 XF
7 | fBf%3 division3 string “division3": “BA%E 2 &b BN 16 XF
8 | #Efk4 division4 string “division4”: “SW FFF—L" BA 16 XF
9 | QRI-K ar string “qr": “53434f50414a--53539" | Fk 35 XF. XFHIEHUE
(HEX) =&t
10 | X=JLX(Ek mail_to string “mail_to”: “”
11 | Xy—2 notice string “notice”: “"
12 | I-YE8iHEK | terminal_sn_list string “terminal_sn_list":
“NZ53MICY7T:NZ53MZCBMO:"”

15




F7—#A—& (Response)

# IC[=] N T—48 £ A
1 TER result boolean “result”: true
2 I5—Xyt—< | message string "validate.encrypted_file is invalid."

EFROESLICARESHHOS
PaN

"validate.a_person_id_that_already_exists

I8TELI person_id HBR(CE

FEEnonems

"validate.please_check_the_picture"

BEEITIUCRBEHD. K
BEMETERN LIRS

"validate.a_person_that_already_exists"

BRI 7S U S #E
ONIHNBLCEIRSNTWSIES

16




3.11. I-YHIkR

URL Method Request Response
/api/{user#}/use | DELETE Content-Type: application/json; charset=UTF-8
id
r/idy update_method=web [OK]
{
“result”: true,
“message”: “*
3
F—5—% (URL)
# BE NI F—45E £ Bk
1 LE# user# BRI
2 B’ ID id 1 75 30000 DEEZL. Fiz
(F"all” (—1EHIER)
7—#A—& (Response)
# 1HE NI F—4E £l B
1 TR result boolean “result”: true

17




3.12. ##HI1-YERIBHERGE (&X 1000 )

URL

Method

Request

Response

/api/{user#}/use
r/list/{page#}

GET

Content-Type: application/json; charset=UTF-8

N/A

{

[OK]

“result”: true,
“totalCount”: 2,
“message”: [

{

“division1”: “HiZ LG “,
“division2": “EZEAER",
“division3”: "= 1 8",
“division4”: “ODD BRZ5F—L",
“terminal_sn_list”: “NZ53MZCBMO:",
“id": 2,

“name”: “ZEIET",
“person_id”: “40001",

3

{

“division1”: “HiZ LG “,
“division2"”: “BIFEASE",

T—4%—& (URL)

# EH

N

> 58

il

ﬂ

]

1 ZRyE#

user#

AR

2 | R-z#

Page#

0 h'5 29 DEEE

18




F—#A—& (Response)
# I5H SV F—HE £l B
1 AR result boolean “result”: true
2 1Y totalCount integer “totalCount”: 2
3 e 1 division1 string “division1”: “Hiz LG"
4 e 2 division2 string “division2": “EEEARER"
5 #E# 3 division3 string “division3": “E% 1 &p”
6 HEf 4 division4 string “division4”: “ODD BRZtF—L"
7 1-9EHRH terminal_sn_list string “terminal_sn_list":
N “NZ53MzCBMO:"
8 B ID id integer “id": 2
9 1-9% name string “name”: “ZEIEF"
10 1-Y1D person_id string “person_id”: “40001”

19




3.13. PVt AEERRBESEMAVE-—JER

URL Method Request Response
/api/message/acc | posT Content-Type: application/json; charset=UTF-8
esslo
9 g [OK]
“type”: 0", g
“host_ip": “172.16.80.1", “result”: true,
“port”: “7000” “message”: {
> “id”: 152
}
bl
(NG]
{
“result”: false,
“message”: "It is a lack of information."
Y
F—4—% (Request)
# IEH N F—HE £l SR
1 BERAST type string “type”: “0” 0: *f§
1: #RBR
2 | AvtbE—3%fE% | host_ip | string | “host_ip”: “172.16.80.1" type=0 OB, B3, vt — RIS
IP7RLR =A 1. EEEETE
3 | M-Ik | port string | “port”: “7000” REEE, YIHME 80",
R—NES type=0 OB, BZ. Xytz—I%E5kE
=X 1. LEERE.
7—#A—& (Response)
# IB5H N F—HE 151 A
1 fER result boolean | “result”: true
2 (=#&)79EX 1D | id integer | “id”: 152
3 IS—Xvt-> message string "It is a lack of information." type BULLIE host_ip h'i5
ESNTLRWEE
"An error has occurred." B FEA B

20




3.14. BSHVHRIBIRRIG

URL Method

Request

Response

/api/alcoholcheckl | posT

Content-Type: application/json; charset=UTF-8

0og {

b

“type”: “0”,
“date”: “0000-00-00 00:00:00",
aigms agr

(OK]
{

“result”: true,

“totalCount”: 27,

“message”: [

{

“alco_detect": 0,
"alco_val": 0.0,
"car_num": "",

"confirmed_at": "2023-06-21 8:46:49",

"confirmor": "LLMA HE",

"created_at": "2023-06-21 8:39:10",

"driver": "H3Z KEB",

"fever_detect": 0,

"id": 3,

"instruction": "i2L",

"judgement": 1,

"person_id": "tt500559",

"status": 1,

"temperature": 34.4

]
bs

[NG]

{

“result”: false,

“message”: "An error has occurred."

b

F—A—& (Request)

# ER N

> 58

Bl

ﬂ

]

1 SR type

string

”type": uyn

0: £57-%4

1: |74

2: date (UTC time) valid
3: id valid

4: date (local time) valid

2 AIA=]E date

string

“date”: “0000-00-00 00:00:00"

type=2 or 4 OFF, B%). date LUFEDY
Dt A B ES
2z YYYY-MM-DD HH:MM:SS

3 7J2A 1D id

string

id”: “0

type=3 OB, B3, id LIEO7IEAE
E=EUS

21




F—#A—& (Response)

# IHH S F—HE £l B

1 | &R result boolean | “result”: true

2 | EETIERE totalCount integer | “totalCount”: 27

3 FILA—)UAREN alco_detect integer | "alco_detect": 0 0: &AL

EEES 1: LI VAEBN R ERE

ZRBRITCERIRAN

4 | 7I3-)AEKNEE | alco_val double | "alco_val": 0.0

BITEFESR

5 BHBEES car_num string "car_num": ""

6 | HEEREEKF confirmed_at date confirmed_at": "2023-06-21 8:46:49" | #23{: YYYY-MM-DD
HH:MM:SS

7 | H#RE confirmor string "confirmor": "LLE HE"

8 | T-HERER created_at date "created_at": "2023-06-21 8:39:10" A3 YYYY-MM-DD
HH:MM:SS

9 BEinE driver string "driver": "HiZ KEB"

10 | BURINGER fever_detect integer | "fever_detect": 0 0: #&REIBL
1: BRIEMENREBEZBR
e EZARAN

11 | &EFF-45 1D id integer | "id": 1

12 | 8 REE instruction string instruction™: "R2L"

13 | Edpa] ¥ judgement integer | "judgement": 0 0: &éx A
1: E¥x A7)

14 | 1-¥ID person_id string "person_id": "tt500559"

15 | BERIEIER status integer | "status": 1 0: iE#rA]
1: Eefg

16 | BE temperature double "temperature": 32.0

17 | I5—Xy—-> message string "An error has occurred." type, date, id OLINMIC

REEHHOHE . BLIEH
ShFEERT.

22




3.15. EXZ{TIRHEG

URL Method

Request

Response

/api/orderreceptio
nlog

POST

Content-Type: application/json; charset=UTF-8

{

b

“type”: “0”,
“date”: “0000-00-00 00:00:00"
aigrs agr

(OK]
{
“result”: true,
“totalCount”: 27,
“message”: [
{
confirm": O,
"created_at": "2023-06-22 13:28:12",
"division1": "3333",
"division2": "2222",
"division3": "1111",
"division4": "0000",
"id": 1,
"name": "HiZ XEB",
"order": 2,
"order_str": "order_2",
"person_id": "tt500559",
"updated_at": "2023-06-22 13:28:27"

]
bs

(NG)
{

“result”: false,
“message”: "An error has occurred."

bs

F—A—& (Request)

# EH

N

> 58

Bl

ﬂ

]

1 s

type

string

”type": uyn

0: £57-%4

1: |74

2: date (UTC time) valid
3: id valid

4: date (local time) valid

2 AV I=1

date

string

“date”: “0000-00-00 00:00:00"

TR EREREUS
A3 YYYY-MM-DD HH:MM:SS

3 7J2A 1D

string

id”: “0

type=3 OB, B3, id LIEO7IEAE
E=EUS
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F—#A—& (Response)

# IHH NIV F—HE £l B

1 | &R result boolean | “result”: true

2 | EETIERE totalCount integer | “totalCount”: 27

3 | HEERIRER confirm integer | “confirm": 0 0: H&8R X
1: W8 &

4 | F-HEFER | created_at date "created_at": "2023-06-22 13:28:12" | fZ=: YYYY-MM-DD
HH:MM:SS

5 e 1 division1 string "division1": "3333"

6 e 2 division2 string "division2": "2222"

7 HEf 3 division3 string "division3": "1111"

8 HEHE 4 division4 string "division4": "0000"

9 | &EEFF-HID id integer | "id": 1

10 | 1-Y4& name string "name": "HiZ XEB"

11 | AXES order integer | "order": 2 ANES 1~6

12 | JFEXA1NL order_str string "order_str": "order_2" ANBESIOHIGUEIRNF

13 | 2-¥'ID person_id string "person_id": "tt500559"

14 | T-9EHE updated_at date "updated_at": "2023-06-22 13:28:27" | FZ=x: YYYY-MM-DD
HH:MM:SS

15 | IS—Xwt—> message string "An error has occurred." type, date, id LI

REEHHOHE . BLIEH
ShFEERT.
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4. API ERftH& (V547> b PC HITORBRBE)

4.1. PO ABESEBSEMAYE—IXE

b
by

URL Method Request Response
{host_ip}/api/me | posT Content-Type: application/json; charset=UTF-8
ssage/accesslo

9 9 g [OK]
“terminal_sn”: “SCOPA8SA27E", {
“id”: 153 “result”: true,
¥ “message”: {

- Xytr—(3, BEEREE® QR J— REREIDERIOXEEINET .

F—4—% (Request)

# I5H N 5=/ £l Bz
1 ImR# terminal_sn | string “terminal_sn”: “SCOPASA27E"
2 (R 79X 1D id integer | “id”: 153

F7—#A—& (Response)
# I5H N F—HE £l B
1 | #R result boolean | “result”: true
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5. Appendix

5.1. HTTP Header

NS4 B B
Content-Type application/json; charset=UTF-8
multipart/form-data
Cookie ktor_session_cookie=<SessionValue> OJ4>TERE

HWi8UJz Cookie (& 1 BRIB%ITY.

Cookie HMEZMEUIZBE . Header DL AR A(E HTTP/1.1 302 Found ERDFT,
HTTP Header OL AR ADEEM(E Curl D-v option THYSRIEETY,

5.2. Cookie ER—E

# 1| URL Cookie
1 | 0J4> /login &
2 | WRIEHREUS /api/terminalinfo =
3 7R EREES /api/accesslog =
4 | VIR ERREESEUS /api/accesslog/id B
5 TOCRERE (Y LR IV)EUS /api/{user#}/accesslog/thumbnail /{id} 7
6 | BRIERANEEERG /api/attendancelog zZ
7 | BRIERANEEREESEE /api/attendancelog/id =
8 | 1I-UEsR /api/{user#}/user =
9 | 1I-YERIEHREVS /api/{user#}/user/{id} zZ
10 | I-YERIBRIELE /api/{user#}/user/{id} =
11 | 1—HHIBR /api/{user#3}/user/{id} =
12 | 180 —YERIBEHREVS /api/{user#}/user/list/{page#} =
13 | PV AEEREEEEHAVE-JER | /api/message/accesslog =

5.3. WEB API {1l

-d '{
“username”: “admin”,
“password”: “aaaa”

}l

curl -v -X POST http://{{SERVER_IP}}:8080/login
-H 'Content-Type: application/json; charset=UTF-8'

< Set-Cookie: ktor_session_cookie=<SessionValue>; Max-Age=3600; Expires=Thu, 27 Jan
2022 08:24:38 GMT; Path=/; HttpOnly; $x-enc=URI_ENCODING

curl -v -X GET http://{{SERVER_IP}}:8080/api/terminalinfo
-H 'Content-Type: application/json; charset=UTF-8'
-b 'ktor_session_cookie=<SessionValue>"'
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5.4. KRNBRS—I>AH
5.4.1. 1-HBROBED (UTI1L/1 FEHR)

547> PC S
oJ4> N
PHEA BRSNS R
id=123 id=123 .
= =
PHABESRE SIS R
_ id=123 ”
1 7R0%
- ”I PO R SIS N
id=124 ~
id=124
PHE2EERE (id=124) R
5.4.2. I-YIEROEE (U7ZILF1L)
547> PC S
0g4> R
P ABESEES B v —SER -
id=123 id=123 ~
= =
VI AEREREESBIAVE-DX(E
D id=124
id=124
PHEABERE (id=124) -
5.4.3. $=215FHROBE (1[0/H)
547> PC S
68 4H 3:00
6 H5H 3:00 Dlj{) >
#NRIEMASBEES (date=06-04 03:00:00) \‘
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5.4.4. 1-YI1BEHROEH

93472~ PC

5.4.5. 1-YIBEHROEIS (QR J—RYIHAE)

93472~ PC

UK
oJ1> >
A BIRAS -
1-FEHRIBRANS (id=123) :
1-UEIREIRIELE(d=123) ;
IR
g1~ >
A IR R
1-Y%&4%(id=125) :
I1-UERFEIRIVS(id=125) ;
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5.5. ARV DES{L/BES{EHE

5.5.1. YA%RA)L" encrypted_file'DiES /5%

NDA Zfiitgi. BIDIRSNZ AES128 D Key EMIEREATINL (1IV) ZECULE Y.
K Key & IV ZAWT, BBSEEN, PVEABEICEFRINI-YOY LRIl (112x112 BEZROD IPEG T

74)) ZLLTFOFNET AES128 [CTIESLTEEL,

Key (16 XF)

IV (16 XF)
Base64 Base64
== N ¥ I,ﬂ;
XFFIZER AES128 BEE(L XA
300400 E5=0D * mode: CBC 1-YEASE (encrypted_file)
JPEG J71)l (1-UEEEH) - padding: PKCS7

5.5.2. BABEE" encrypted_file'OBE={t5E

NDA Zzfiiis#. I0HRSNZ AES128 D Key EFIEREATNL (1IV) ZBCLE Y.
AKey £ IVZRAWT, BRI ZI1-JOEESE (300x400 B3RO0 JPEG J71)L) ZATOFIET AES128

([CTRESIEL TLIZE0N,

Key (16 XF)

IV (16 X%)
Base64 Baseb4
N =525
XFHIZH AES128 21t XFHIER
300400 E5=0 * mode: CBC 1-YEASE (encrypted_file)
JPEG J74)l (1-YEEEE) - padding: PKCS7

JavaScript T, EffZ Base64 F2D URL (CEHALTXFHELTHIS T 2155, BBS{LRICSTIED
[data:image/jpeg;base64, |DEBFFHIBRL TZEL,

[Example]

(JavaScript & CEUSUZEBHRDOXFSI]
data:image/jpeg;base64,/95/4AAQSkZIRgAB...(FFEE)..999tSP8AdtHt9e9QbP8AaPSUAT/Z
(D ZHIBRUILEBROX 7S]

/93/4AAQSkZIRgAB..(HIB%)..999tSP8AdtHt 9e9QbP8AaPSUAF/Z
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